
 

Supporting European Civilian External Action 

Project co-funded by the European Commission within H2020 Programme 

 

Project acronym:  CIVILEX  

Start date of the project: 01/05/2016 

Duration: 12 months  

Grant agreement number: 700197 

D3.1: An overview of the  
core OCP requirements  

 

Abstract 

This report contains core OCP requirements as defined through analysis of the working domain. These requirements 
cover a technical/architectural point of view, but also include a working process and institutional perspective. The 
requirements will be described using the MoSCOW typology (must-have, should-have, could-have, would-have). 

Due date of the deliverable 31/03/2017 

Author Reinout Pieneman, Anna Herder, Kim van Buul-Besseling, Linda Oosterheert, 
Floortje Thönissen (TNO)  

Contributors Wolfgang Graether (FHG), Matthias Deneckere (ECDPM), Martijn Neef (TNO) 

Reviewers Wolfgang Graether (FHG), Tomasso de Zan (IAI), Sara Diez (ATOS), Aljosa Pasic 
(ATOS) Yannick Arnaud (Satcen) Tobias Flessenkemper (ECDPM) 

 

Dissemination Level 

P Public X 

C Confidential, only for members of the consortium and the Commission Services  

 

DELIVERABLE 



D3.1: An overview of the core OCP requirements   31 March 2017 

CIVILEX   
   

2 

Release history  

Version Date Description Release by 

0.2 15-02-2017 Minor update Reinout 

0.3 20-02-2017 Contributions core requirements Kim & Linda 

0.4 27-02-2017 Update methodology and requirements Kim & Linda 

 0.5 08-03-2017 Update document structure  Reinout 

0.7 15-03-2017 Revisions on content Linda, Kim, Anna 

0.8 20-03-2017 Full review by all partners All partners 

 0.9 24-03-2017 Security review Security reviewers 

1.0 31-03-2017 Final version Reinout Pieneman 

 

 

 

 



D3.1: An overview of the core OCP requirements   31 March 2017 

CIVILEX   
   

3 

Table of Contents 

List of Figures ........................................................................................................................................... 5 

List of Acronyms ...................................................................................................................................... 6 

Executive Summary ................................................................................................................................. 8 

1 Introduction ................................................................................................................................... 10 

1.1 Purpose of WP3 ..................................................................................................................... 10 

1.2 Structure of WP3 ................................................................................................................... 10 

1.3 Structure of this document ................................................................................................... 12 

2 Method ........................................................................................................................................... 13 

2.1 Introduction ........................................................................................................................... 13 

2.2 System engineering standards and frameworks ................................................................... 14 

2.2.1 ISO/IEC 26702 .................................................................................................................... 14 

2.2.2 ISO/IEC 25010 .................................................................................................................... 16 

2.2.3 Definitions ......................................................................................................................... 17 

2.3 Theoretical model for analysing the OCP context ................................................................. 18 

2.4 Data sources .......................................................................................................................... 21 

3 Stakeholder expectations and operational scenarios .................................................................... 23 

3.1 Introduction ........................................................................................................................... 23 

3.1.1 Use case description .......................................................................................................... 24 

3.1.2 Current state: fragmented ................................................................................................ 26 

3.2 Desired situation ................................................................................................................... 26 

3.2.1 Case study description....................................................................................................... 27 

3.2.2 Desired future situation: coordinated ............................................................................... 28 

4 System boundaries and interfaces ................................................................................................. 30 

4.1 Positioning of the OCP ........................................................................................................... 30 

4.2 OCP user groups and interfaces ............................................................................................ 32 

5 Requirements ................................................................................................................................. 34 

5.1 Introduction ........................................................................................................................... 34 

5.2 Functional Requirements ...................................................................................................... 34 

5.3 Performance Requirements .................................................................................................. 39 

6 Recommendations ......................................................................................................................... 42 

6.1 Introduction ........................................................................................................................... 42 

6.2 Recommendations from an institutional point of view ........................................................ 42 



D3.1: An overview of the core OCP requirements   31 March 2017 

CIVILEX   
   

4 

6.3 Recommendations from an organisational point of view ..................................................... 44 

6.4 Recommendations from a technical point of view ............................................................... 48 

7 Conclusion ...................................................................................................................................... 49 

7.1 Introduction ........................................................................................................................... 49 

7.2 General requirements and recommendations ...................................................................... 49 

References ............................................................................................................................................. 51 

 

 



D3.1: An overview of the core OCP requirements   31 March 2017 

CIVILEX   
   

5 

List of Figures 

Figure 1: The order of focus of WP3 _____________________________________________________________ 8 

Figure 2. The order of focus of WP3 ____________________________________________________________ 10 

Figure 3: Steps to collect, analyse and evaluate the core OCP requirements ____________________________ 13 

Figure 4: System engineering process according to ISO/IEC 26702 (simplified) __________________________ 15 

Figure 5: Requirements analysis according to ISO/IEC 26702 (simplified)_______________________________ 16 

Figure 6: Administrative Processes as currently performed in some CSDP missions _______________________ 24 

Figure 7: Mission Reporting ___________________________________________________________________ 24 

Figure 8: FPI communication __________________________________________________________________ 25 

Figure 9: Future example administrative process __________________________________________________ 27 

Figure 10: Future example report writing ________________________________________________________ 27 

Figure 11: Future example financial reporting ____________________________________________________ 28 

Figure 12: Suggestion for expansion of the OCP into missions. The top left image shows the central part of the 

OCP with an initiating mission. The bottom right image shows three active missions with interlinkages. _____ 31 

Figure 13: Interface of the OCP with user groups __________________________________________________ 33 

 

 

 



D3.1: An overview of the core OCP requirements   31 March 2017 

CIVILEX   
   

6 

List of Acronyms 

Acronym  Description 

CD&E Concept Development & Experimentation 

CFSP Common Foreign and Security Policy 

CIS Communication Information Systems 

CML Concept Maturity Level 

CMPD Crisis Management and Planning Directorate 

CPCC Civilian Planning and Conduct Capability 

CSA Coordination and Support Action 

CSDP Common Security and Defence Policy 

DCS Dissemination and Communication Strategy 

DG DEVCO Directorate-General for International Cooperation and Development-
EuropeAid 

DG ECHO Directorate-General for Humanitarian Aid and Civil Protection 

EU European Union 

EUCAP European Union Maritime Capacity Building Mission to  Somalia 

EDA European Defence Agency 

EDPS European Data Protection Supervisor 

EEAS European External Action Service 

EUNAVFOR MED European Union Naval Force for Mediterranean 

EU MS European Union Military Staff 

EU OHQ European Union Operation Headquarters 

ERCC Emergency Response Coordination Centre 

FPI Foreign Policy Instruments Service 

GS General Secretariat 

HOM Head of Mission 

HQ Head quarters 

HR/VP High Representative for foreign affairs and security policy/Vice-President 
of the European Commission 

IPR Intellectual Property Rights 

MAC Mission Analytical Capability 

MSD Mission Support Department 

MSP Mission Support Platform 

NATO North Atlantic Treaty Organisation 



D3.1: An overview of the core OCP requirements   31 March 2017 

CIVILEX   
   

7 

NGO Non-governmental Organisation  

OCP Operation Control Platform 

OSCE Organisation for Security and Cooperation in Europe 

PCP Pre-Commercial Procurement 

REA Research Executive Agency 

STANAG (NATO) Standardisation Agreement 

UN United Nations 

VTC Video Tele Conference 

WKC Watch Keeping Capability 

 

 

  



D3.1: An overview of the core OCP requirements   31 March 2017 

CIVILEX   
   

8 

Executive Summary 

D3.1 aims to perform an analysis of the domain of common security and defence policy missions 

(CSDP), and derive critical functional requirements for a situational awareness, information exchange 

and operation control platform (OCP), rooted in the practical way of working among CSDP mission 

partners. Besides functional requirements for the OCP, D3.1 also defines recommendations for the 

institutional and working process domain of CSDP missions in order to successfully implement the 

OCP that supports these missions. 

 

 

Figure 1: The order of focus of WP3 

 

The steps that are depicted in figure 1 show the steps taken in this deliverable on how the 

requirements and recommendations were defined. We started by analysing what the current 

situation on information exchange and management was. Thereafter, stakeholder expectations on 

the perceived future were defined in use case stories. The difference between the current and the 

perceived future was the basis for the definition of requirements and recommendations. We 

conclude this deliverable with the following general requirements and recommendations.  

 

Institutional – provide information management strategy and guidance. 

 Appoint CIO office mandated to guide standardization and information management and 

information security oversight.  

 Encourage, develop and support a culture of institutional memory-building and knowledge-

sharing. 

 Define and information management and information security strategy (see D5.3 for further 

reference).  

 Steer information management and information security change process based on pre-

agreed performance benchmarks. 

 

Work processes – further standardization of mission procedures under responsibility of the 

CivOpsCdr. 

 Create OCP ‘mission branches’ with the start of mission planning and allow for mission-

internal information exchange and management. 

 Appoint dedicated information/security managers in missions, with a mandate to enforce 

both work process SOP/SOI’s and CIS policy changes. 

 Provide tailored information & security management training programs according to mission 

staff needs. 
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 Foster a classification- and security-aware working culture and practice by organizing 

information & security management audits. 

 

Technical - modularization of mission technology & applications. 

 Distinguish between informal and formal communication when setting up the OCP. Provide 

both classified and unclassified communication means to meet the demands of different 

users of the OCP. 

 Introduce a shared information space as part of the OCP to support collaboration and 

information exchange.  

 Do not integrate all data sources, but ensure interoperability to be able to provide the users 

with a comprehensive picture while maintaining a set of loosely coupled components. 

 Focus on syntactic interoperability, which means standardization of data structures, starting 

at formal information exchange such as reporting.   

 Improve supporting situational awareness and operational control with the OCP by gradually 

formalizing semantic interoperability.  

 Ensure confidentiality, integrity and availability of the data and the system by applying 

security-by-design, with a correct balance between security mechanisms (e.g. encryption) 

and usability.   

 Ensure both evolution and flexibility by developing the OCP in a modular way. Develop 

components that offer basic functionalities needed for every mission and make the OCP 

configurable so each deployment can be extended with components tailored to specific 

needs.  

 

Overall – generic recommendations. 

 Approach the OCP through a modular design concept to respond to the diverse needs and 

contexts of civilian CSDP missions.  

 Build on and work with existing information management systems and initiatives that are in 

place in the context of civilian CSDP and wider EU external action, such as the IPCR 

arrangements and the ARGUS system. 

 Use the MSP as the tool to underpin and support the development of the future OCP. 

 Design the OCP not for the users but with the users, following an interactive design process. 
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1 Introduction  

1.1 Purpose of WP3 

WP3 aims to perform an analysis of the domain of common security and defence policy missions 

(CSDP), and derive critical functional requirements for a situational awareness, information exchange 

and operation control platform (OCP), rooted in the practical way of working among CSDP mission 

partners. Besides functional requirements for the OCP, WP3 also defines recommendations for the 

institutional and working process domain of CSDP missions in order to successfully implement the 

OCP that supports these missions. Therefore the objectives of WP3 are: 

1. Define recommendations from the institutional point domain: based on current information 

sharing practices, methods and tools in CSDP mission contexts with special attention to 

information sharing, analysis and assessment, stakeholder community involvement and 

information management processes;  

2. Define recommendations from the working processes point of view: creation of a common 

frame of reference regarding the two use cases, terms, applied or prescribed ISO/NEN norms 

for information sharing and security procedures, standards and practices in CSDP mission 

contexts, and a suitable scope for the future OCP (intended use, user, use cases);  

3. Define requirements from a technical point of view: taking into account existing or required 

interfaces, modelling and exchange formats, data structures, metadata in the context of the 

CSDP missions, taking account of interoperability, security and resilience of server and 

communication networks. 

In simple terms as depicted in Figure 1: WP3 summarize findings about the status quo of CSDP 

missions and the perceived vision for the future, and transduce them into functional OCP 

requirements and recommendations.  

 

 

Figure 2. The order of focus of WP3 

 

1.2 Structure of WP3 

In line with the CIVILEX analytical framework, the functional requirements for the future OCP will be 

integrated, taking account the institutional aspects, the working processes, architecture, security and 

interoperability formats and standards already in place. The requirements will be described using the 
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MoSCoW methodology1 (must-have, should-have, could-have, would-have). To define the functional 

requirements three interrelated tasks have been defined.  

 

Task 3.1: Recommendations from an institutional point of view. This study is strongly linked to WP2 

description and provides the foundations and boundaries for the working processes and technical 

systems to be implemented. By examining the findings from WP2, contextual factors of influence for 

future OCP usage will be identified: What are the conditions under which OCP provides a valuable 

service to stakeholders? Are there institutional changes that need to be made before the OCP can be 

used more effectively?  

 

Task 3.2: Recommendations from a working process point of view  

Strongly linked to T3.1, this task covers a two-step approach:  

1. Get a clear picture of the current ways of information sharing processes in CSDP missions. 

Two so-called use case studies will help to understand the user context (both for Brussels 

and the field level) in a broader setting: which practical issues for users are currently limiting 

effective information flows – connectivity, interoperability standards and so on.  

2. Based on the current ways of working in a CSDP context, a suitable scope for the future OCP 

will be defined through OCP case studies (intended use, user). Who are the typical user 

groups for the OCP, and under which circumstances and for what purposes would they make 

use of the platform? How do they ideally interact with the platform and other users (such as 

phone, smartphone, face2face, chat, writing)? These use case stories help defining user 

requirements in line with the MOSCOW method (must-have, should-have, could have 

requirements).  

 

Task 3.3: Defining functional requirements from a technical point of view  

Technical requirements will be identified through a similar two-step process as T3.2.  

1. Identification of current technical standards and systems used. Which architectures, 

standards, interfaces are currently in place? The two use case studies help to understand the 

technical context (both on Brussels and the field level) in a broader setting: which practical 

issues for users are currently limiting effective information flows – connectivity, 

interoperability standards etc.  

2. Based on the use case stories from T3.2, technical requirements will be derived through 

comprehensive analysis of the existing or foreseen technical CSDP landscape. Requirements 

include for examples used terminology, applied or prescribed ISO/NEN norms for information 

sharing and security procedures, standards and practices in CSDP mission contexts. 

 

                                                           
1
 https://en.wikipedia.org/wiki/MoSCoW_method 
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1.3 Structure of this document 

Chapter 2 starts with the methodology description. The approach used during our research is 

described and further the analytical basis that has been used to define the final set of 

recommendations and requirements will be explained. It describes the theoretical model that helps 

to define under which conditions a future OCP would provide a valuable service to users. 

Chapter 3 and 4 provide a picture of the current situation: the way of working in the current CSDP 

context, technical standards and systems that are in place. It describes how situation awareness, 

information exchange and operation control is currently organised, and how this could be done in 

the future.  

Chapter 5 describes the core OCP functional and performance requirements. Chapter 6 focuses on 

the recommendations that ideally need to be fulfilled to ensure the future OCP will provide 

maximum added value to the EEAS organisation as a whole. Chapter 7 will present a final set of 

conclusions.  
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2 Method  

2.1 Introduction 

The CIVILEX project uses an iterative ‘Concept Development and Experimentation (CD&E) approach: 

a coherent and structured approach in which consortium partners develop, test and refine concepts 

and outputs in an iterative and incremental fashion. The data collection and analysis, as set out in the 

Description of Work, supports this development, testing and refining concepts and outputs. This 

chapter will focus on the steps that have been followed to iteratively collect, analyse, cluster and 

evaluate the core OCP requirements and recommendations. Figure 3 describes these steps, each 

number refers to a chapter or section of a chapter. 

 

 

Figure 3: Steps to collect, analyse and evaluate the core OCP requirements 

 

The steps that are depicted in Figure 3 partly find their origin in existing system engineering 

standards and frameworks. More details about the standards that are used within this research can 

be found in chapter 2.2. The theoretical framework that is used to analyse the current and desired 

state of CSDP missions is described in chapter 2.3. Chapter 2.4 describe the specific methods applied 

to collect the requirements and recommendations in a structured and unified manner. The results of 

the analysis of the requirements based on the collected data can be found in chapters 3 to 6. Chapter 

3 analyses how the stakeholder expectations, via use case stories, are identified by describing how 
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the current situation will help to analyse the delta between the current and desired situation. The 

system boundaries are defined in chapter 4. Chapter 5 contains all requirements, both functional and 

performance requirements, which are completed with recommendations from an institutional, 

organisational and a technical perspective in chapter 6.  

 

2.2 System engineering standards and frameworks 

In order to ensure that the OCP will be properly designed, we chose to base our research within 

CIVILEX on existing systems engineering standards. These standards define the engineering activities 

that are required to transform stakeholder needs, requirements, and constraints into a system 

solution. They provide us with proven generic steps to be taken in a system engineering process, 

issues to address and they specify commonly used vocabulary to define the terms we use throughout 

our document.  

Specifically, we chose the following two standards:  

 ISO/IEC 26702: Systems engineering — Application and management of the systems 

engineering process. 

 ISO/IEC 25010: Systems and software engineering — Systems and software Quality 

Requirements and Evaluation (SQuaRE) — System and software quality models. 

The paragraphs below detail the standards and how we have used them within CIVILEX.  

 

2.2.1 ISO/IEC 26702 

ISO/IEC 26702 is about the application and management of the systems engineering process. The 

choice for this standard for CIVILEX is based on the fact that it provides an approach for product 

development in a system context, which is exactly what CIVILEX is aiming: development of the OCP 

with attention to EU institutional/working process dimensions. Moreover, this specific standard is 

intended to guide the development of systems for commercial, government, military, and space 

applications, which includes the application of the OCP.  

In order to come up with an overview of the core requirements for the OCP, we focus on the 

Requirements analysis phase of the system engineering process. See Figure 3 for a simplified 

representation of the system engineering process as defined in ISO/IEC 26702.  
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Figure 4: System engineering process according to ISO/IEC 26702 (simplified) 

According to the standard, the purpose of the Requirements analysis phase is to establish what the 

system will be capable of accomplishing. The result of this phase is a requirements baseline, which 

represents the definition of the problem to be solved. CIVILEX will only focus on this first phase of the 

system engineering process, as shown by the green marked boxes in the figure above. It is important 

to keep in mind that the requirements baseline that CIVILEX will come up with guides the remaining 

activities in the systems engineering process, but these are not included in the project. Moreover, it 

is important to realize that, given the limited length of the project, these requirements are based on 

a limited set of observations from a limited number of stakeholders (see section 2.4 for more 

details), and the requirements that are derived from it should be treated as such.  

ISO/IEC 26702 defines a multitude of activities within the Requirements analysis phase, but we have 

only focused on the ones that are marked green in Figure 5. The standards describes activities after 

defining the functional and performance requirements for the Requirements analysis phase, which 

are not shown in this figure and are also not addressed within CIVILEX.  
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Figure 5: Requirements analysis according to ISO/IEC 26702 (simplified) 

The following results can be found in this document based on the execution of these activities: 

 Stakeholder expectations and operational scenarios (chapter 3): a description of the current 

situation regarding civil missions and the desired situation once the OCP is implemented 

including the anticipated uses of the OCP as descriptions of use cases.  

 System boundaries and interfaces (chapter 4): which system elements, such as organizations, 

are included and which ones are excluded for the OCP, the expected interactions with 

systems outside the system boundary and the interfaces with external systems.  

 Functional requirements (chapter 5.2): a list of statements which describe what the OCP 

should be able to do. 

 Performance requirements (chapter 5.3): a list of statements which define quality 

characteristics for the OCP. 

2.2.2 ISO/IEC 25010 

Performance requirements are, as defined above, the criteria that identify a quality attribute of a 

function or how well a functional requirement must be accomplished. Next to the functional 

requirements, a comprehensive specification of the quality characteristics of a system is a key factor 

in ensuring value to stakeholders. In order to come up with the performance requirements for 

CIVILEX, we used ISO/IEC 25010. This standard can be used to identify relevant quality characteristics 
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of a system under development, as it offers quality models that describe a complete set of generic 

quality characteristics. These characteristics are relevant to all systems and provide a set against 

which stated performance requirements can be compared for completeness. We compared the 

inputs from the various observations with the quality models defined in ISO/IEC 25010 in order to 

specify a proper set of performance requirements. The standard is specifically intended to support 

the system engineering process in such a way. The identification of system requirements is 

mentioned as one of the activities that can benefit from using the quality models, so this is what 

CIVILEX will also benefit from.  

 

ISO/IEC 25010 defines two kinds of quality models, which are: 

 A quality in use model, that relates to the outcome of interaction when a system is used in a 

particular context of use. 

 A product quality model, that relates to static and dynamic properties of systems. 

 

For CIVILEX we only focus on the product quality model, which categorizes system quality properties 

into eight characteristics. Each characteristic is composed of a set of related sub characteristics, see 

Table 1. In chapter 5.3 the complete set of performance requirements that is chosen for CIVILEX can 

be found.  

 

Characteristic Sub characteristic 

Functional suitability Functional completeness, Functional correctness, Functional appropriateness 

Performance efficiency Time behavior, Resource utilization, Capacity 

Compatibility Co-existence, Interoperability 

Usability Appropriateness Recognisability, Learnability, Operability, User error protection, User 
interface aesthetics, Accessibility 

Reliability Maturity, Availability, Fault tolerance, Recoverability 

Security Confidentiality, Integrity, Non-repudiation, Accountability, Authenticity 

Maintainability Modularity, Reusability, Analysability, Modifiability, Testability 

Portability Adaptability, Installability, Replaceability 

Table 1: Product quality model 

2.2.3 Definitions 

The following definitions are used for the terms mentioned in this document.  

 System: A set or arrangement of elements [people, products (hardware and software) and 

processes (facilities, equipment, material, and procedures)] that are related, and whose 

behaviour satisfies operational needs and provides for the life cycle sustainment of the 

products. (ISO/IEC 26702) 

 User: Individual who or group that benefits from a system during its utilization. (ISO/IEC 

26702) 
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 Requirement: A statement that identifies a product or process operational, functional, or 

design characteristic or constraint, which is unambiguous, testable or measurable, and 

necessary for product or process acceptability (by consumers or internal quality assurance 

guidelines). (ISO/IEC 26702) 

 Functional requirement: A statement that identifies what a product or process must 

accomplish to produce the required behaviour and/or results. (ISO/IEC 26702) 

 Performance requirement: The measurable criteria that identifies a quality attribute of a 

function or how well a functional requirement must be accomplished. (ISO/IEC 26702) 

 Must have requirement - if a must have priority is not met, the system delivery should be 

considered a failure.  

 Should have requirement - the requirement is a “should have” needed for improved 

processing, and the fulfilment of the requirement will create immediate benefits.  

 Could have requirement - the requirement is a “could have” which implies the requirement is 

desirable but not necessary, and could improve user experience or customer satisfaction for 

little development cost.  

 Would like requirement – the requirement is a “would like” which are agreed by 

stakeholders as the least-critical, lowest-payback items, or not appropriate at that time. 

 

2.3 Theoretical model for analysing the OCP context  

 

The conceptual basis that is used for 

analysing the current and desired 

state of the CSDP missions is the 

netcentric model2/3. The netcentric 

model describes four archetypal 

networked organisations and has two 

purposes. First, they can be used to 

guide networked organisations, such 

as EEAS and CSDP missions, as they 

adapt to changing administrative and 

societal contexts. Secondly, they can 

be used to express the dynamics of 

the development of a response organisation in a particular emergency situation. Both are relevant in 

our research: starting with the question in what type of network the CSDP staff currently needs to 

perform their work. Secondly the four archetypal networked organisations and their description help 

to determine what type of collaboration is desired by the EEAS departments and the CSDP missions, 

which the OCP system should support. Basically, the netcentric model serves as a benchmark that we 

can use to assess the collaboration context in which the OCP is desired to function in the future. 

                                                           
2
 Treurniet, W. & Buul, K. (2015) Short Paper – Collaboration and Network Theory Proceedings of the ISCRAM 

2015 Conference - Kristiansand, May 24-27 
3
 Alberts, D.S., Huber, R.K., & Moffat, J. (2010). NATO NEC C2 maturity model. 
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As stated above the netcentric model describes four archetypal networked organisations: 

fragmented, deconflicted, coordinated, and collaborative/agile. These archetypes should not be 

necessarily considered as maturity levels but rather as an abstract model that helps to determine the 

current state of collaboration and information sharing in which the EEAS functions. The term 

‘maturity level’ suggests that the higher the level an organisation or a network reaches, the better. 

However, in any given context a supposedly high level of maturity may not necessarily be the best 

level per se2. Depending on the context, a low level of ‘maturity’ might be sufficient to support the 

intended goals of an organisation. Based on this abstraction we do not use this model as a strict 

growth model that supports us in the roadmap to come from current state to desired state. 

However, we do use several dimensions by which the archetypes are described to support our 

analyses and help us to understand the dynamics and effectiveness of networks as a form of 

organisation. These dimensions are structure and policy (e.g. hierarchy, leadership and the allocation 

of rights and mandate), information infrastructure (e.g. information exchange) and culture and 

relationships (e.g. trust, interaction and communication)2/3. Below the four archetypal networked 

organisations are briefly described. 

 

First, fragmented: the organisational collective 

functions as a number of disjointed 

organisations.  

 Communication and sharing of 

information cannot be observed; 

 Actions of different entities interfere 

adversely with each other; 

 Information management processes are 

undocumented and information 

management (IM) guidelines and 

standards. 

 
 

Second, deconflicted: the participating 

organisations interact and exchange information 

at the organisation level, i.e., as interconnected 

monolithic entities. The collaboration is primarily 

aimed at avoiding adverse cross impacts. 

 Limited interactions about plans; 

 Willingness to change plans to avoid 

negative cross impacts; 

 Few described consistent information 

management practices;  

 Certain actors/ departments are aware of 

the importance of managing information 

assets and have developed common practices. 
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Third, coordinated: the participating organizations 

interact not only at the organizational level, as 

was the case in the deconflicted situation, but also 

at more detailed levels of operation. A common 

operational picture is typically used to guide the 

coordination process. Coordination is aimed not 

only at avoiding adverse cross-impacts but also at 

gaining mutual support that can help the 

organisations meet their objectives. 

 Interactions, information sharing and 

coordination of actors’ plans; 

 Willingness to change own plans to 

support other actors’ plans, leading to increased shared situational awareness; 

 Interdependencies between involved entities; 

 The information management practices within and between actors are actively managed and 

those processes that are defined and documented are subject to some degree of 

improvement over time.  

Fourth and fifth, collaborative and agile: the 

collaborating organisations share a collective 

purpose and have a shared plan. The emergent 

dynamics of the networked collaboration tend to 

prevail over the autonomous dynamics of the 

constituent organisations. 

 Very frequent interactions for sharing 

information leading to trust between 

entities; 

 Collaborative development of a single plan, 

shared intent and shared awareness ideally resulting in self-synchronization of participating 

entities; 

 Each organization manages information as a key asset throughout its life-cycle which is 

analysed in a standardized manner - almost no copies of information exist; 

 The actors are heavily engaged in IM procedures and take responsibility for the information 

holdings they manage. 
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2.4 Data sources 

 

Data collection for requirements 

and recommendations took place 

via four channels/sources. As data 

was collected by other consortium 

partners as well, this work package 

aimed to collect data primarily to 

derive requirements and 

recommendations. The following 

data sources were used: 

1. About 100 interviews (with 

different EEAS depart-

ments, Council, FPI, CSDP 

mission staff) from which 

approximately 500 statements have been derived which directly or indirectly contained 

elements upon which a future requirement or recommendation could be based. The 

selection of interviewees was based on the relationship, stake and in-depth knowledge the 

interviewee had on the issues of this project. A snowball approach was taken during the 

initial stages of the project, in which one interviewed person referred to other relevant staff 

to talk to.  

2. Three field missions: EUCAP NESTOR, UN case study and EUNAVFOR Sophia. Goal of the field 

missions was to both get an understanding of the current ways of working in CDSP missions 

itself and to gather best practices and lessons learned from other organizations, in particular 

the United Nations (UN). A detailed description of the field visits can be found in D2.1, D2.2 

and D4.2. 

3. Data from D2.1 case studies: EULEX Kosovo, EUCAP Sahel Mali and EUCAP Sahel Niger, 

EUNAVFOR Atalanta and EUNAVFOR Sophia. 

4. Questionnaire which was sent in M6 to both EUCAP NESTOR and Brussels staff. Goal of the 

multiple choice questionnaire was to collect additional information in a structured way. A 

total of 16 participants from both field and Brussels level provided data.  

Data validation, based on the CD&E approach took place via: 

1. Three end-user group meetings in which a core group of five Brussels-based project 

stakeholders was able to review initial results and findings, as well to steer further project 

output and results. 

2. Two stakeholder workshops in which a wider group of stakeholders (both from Brussels and 

from CSDP missions themselves) were able to review the project findings. Detailed 

descriptions of both workshops can be found in D5.1 
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To provide a structured and traceable set of recommendations and requirements, each requirements 

and recommendation mentioned in chapter 5 is justified by mentioning the course the requirement 

is based in. The sources have been coded: I = Interview, D = Document and O = observation.  
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3 Stakeholder expectations and operational scenarios 

3.1 Introduction 

 

çThis chapter will identify the 

stakeholder expectations. In 

order to formulate the 

requirements and come up with 

possible solutions, it is necessary 

to have a clear image of the 

current situation and the desired 

situation regarding situational 

awareness, information 

exchange and operational 

control. This is done via three 

perspectives. First, it addresses 

the institutional dimension 

focusing on information exchange and coordination with other institutions and actors both those 

within the EU system and non-EU actors. Second, the organizational dimension is addressed, which 

focuses on mission internal work processes and practices. Third, the technical perspective focuses on 

the technological equipment (both hardware and software) in missions.  

To understand in which context the OCP will be used, three use cases will help to understand the 

user context (both in Brussels and in the field) in a broader setting. These use cases will determine, 

for instance, which practical issues for end-users are currently limiting effective information flows – 

connectivity, interoperability standards and so on. The goal is to get a clearer picture of the current 

ways of information sharing processes in CSDP missions. From the current situation, we describe the 

same use case from a future, desired perspective, capturing elements from both the netcentric 

model as well as the data sources mentioned in the previous chapter. From both the current and the 

desired situation, we are able to identify the delta between the current and desired situation, from 

which we can start defining requirements and recommendations.  

These case studies were selected because they provide a good insight in information management 

within a mission and between a mission and Brussels. An extensive description of the current 

situation and ways of working in CSDP missions helps to identify the current situation with the 

future, desired situation.  
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3.1.1 Use case description 

Use case 1: Administrative processes  

 

Figure 6: Administrative Processes as currently performed in some CSDP missions 

For administrative procedures in a general sense, results show that each mission has developed its 
own ways of working in dealing with admin processes. For example, HR related information such as 
application forms, travel and leave approvals are printed, signed by the manager of the employee, 
scanned and sent by email. If multiple managers have to approve an HR related decision and they are 
located in physically different locations, the process is repeated and printed files are stored not only 
digitally, but also sometimes hardcopy in a filing cabinet.  

This process becomes more complicated in the day-to-day working practices within a mission, where 
the Head Of Mission (HoM) is for example quite regularly out of office for external meetings which 
leads to a backlog of documents that need to be signed before admin processes can continue. Due to 
the high rotation of staff members and/or the high number of vacancies in missions, a delegated 
signature responsibility does not fully solve this problem.   

 

Case study 2: Mission Reporting  

 

Figure 7: Mission Reporting  

Currently, progress reports are based on the Mission Implementation Plan (MIP) which is a 
programmatic outline for the next 2 years and contains intended mission goals and Key Performance 
Indicators (KPI’s). For the HoM to report to the CivopsCom on mission activities, weekly, monthly and 
6 monthly reports are sent that cover different topics. While the reporting formats are standardized, 
the process on how these reports are being created varies from mission to mission. Staff members 
indicate they strongly rely on previous experiences from other missions to determine their own 
working processes, or ask more experienced colleagues within a mission for suggestions on how to 
collect and compile the required information. As the data analysis and the editing process for reports 
(which are classified documents) are done on unsecured terminals, the risk of information leaks in 
this process is present. The final report itself is classified via a manual encryption terminal. Working 
with these encryption terminals is cumbersome and leads to workarounds.  

Next to the progress report, other Brussels departments receive separate reports as well such as the 
EEAS field security division and the FPI (on financial matters) Some of those formats are highly 
standardized (e.g. accounting, procurement) but others follow a less structured format. The process 
to collect data for each of these reports, is not standardized and determined on a case by case basis. 

 

Case study 3: FPI communication  

documents are filled out documents are printed 
documents are signed by 

all parties on paper 
documents are scanned 

Mission report is written 
Report is being compiled (not 

encripted) 
Report gets sent to Brussels 
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Figure 8: FPI communication  

CSDP missions bookkeeping and procurement systems are not linked to the systems of the 
budgeting and procurement body in Brussels, called Service For Foreign Policy Instruments (FPI), 
which is part of the European commission. This leads to a significant admin and reporting burden in 
which CSDP mission staff need to provide aggregated data for financial management and reporting 
purposes. This is currently done by creating reports in a standard office suite and then emailing 
these reports to FPI staff in Brussels, who upload and process the information into their own 
bookkeeping systems.  

For example, when selecting contractors, analysis is done from scratch as there is no central 
contractor database, which leads to an additional admin burden each time a closed procurement 
procedure is followed. (filing, storage, selecting contractors and uploading this information to FPI 
colleagues) Furthermore, within FPI there are no strict SOP/SOI’s on reporting frequency and 
content, resulting in different Brussels staff asking for a multitude of supporting documents. In an 
interview, one mission employee estimated that, if CSDP and FPI systems were allowed to exchange 
information, 30-40% of the field admin and reporting staff could be reduced.  

Procurement evaluations (selection of contractors) formally are required to be encrypted, but this is 
not possible with tender document that exceed a certain file size. As some tenders contain more 
than 1000 pages, so admin staff send this information via unencrypted email with a disclaimer that 
it is unencrypted.  

To track procurement projects, mission staff have developed their own procurement management 
tool in excel, which was also given to two other missions.  

 

 

Statement from CIVILEX questionnaire (N=16, both CSDP 
mission staff and Brussels based staff) 

Completely 
disagree 

Disagreed Neutral Agree Fully 
agree 

I spend too much time searching for information that I used 
before (e.g. archived documents or emails) 

0% 29% 7% 43% 21% 

The current information systems provided are very user-
friendly, little improvement is possible here 

14% 43% 43% 0% 0% 

The current procedures for information handling and storing 
are sufficient 

43% 36% 14% 7% 0% 

Everybody is following the procedures for information handling 
and storing 

50% 29% 14% 7% 0% 

The current information systems help me to exchange 
information securely if needed 

21% 21% 21% 36% 0% 

The current information systems and channels (mail, document 
storage, online file-sharing, telephone etc.) I use are sufficient 
to perform my task 

7% 36% 29% 14% 14% 

Report is written 
Report is sent to FPI via 

email & attachments 
FPI uploads report 

to its system 
FPI system processes 

report 
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3.1.2 Current state: fragmented 

From these descriptions and D2.1 overall, some 

central issues can be identified that seem to show 

that the current state of information sharing is 

strongly related to what we call in the netcentric 

model fragmented.  

 Institutional- The EU policy and strategy 

environment is in flux. This makes it 

difficult to solve information sharing 

inefficiencies in a sustainable manner.  

o Complex landscape of different 

actors: overlapping responsibilities 

and mandates on information 

management.  

o Different departments, as well as other network members, have a fragmented 

picture and limited awareness on management, analysis, storage and dissemination 

of information. 

 Work processes - Existing work processes are not centrally coordinated and developed to 

support and facilitate effective information exchange in the context of CSDP missions. 

Information handling procedures are often ad-hoc, uncontrolled and managed in a reactive 

manner driven by users or events. 

o The lack of an information management strategy results in low standardisation of 

information exchange procedures and related SOPs/SOIs. 

o A mixture of formal and informal agreements results in widespread self-management 

and reliance on personal relations.   

o Under appreciation of the importance of a security culture. 

o Uncomfortable relationship between security and classification. 

 Technology – Each mission is strongly reliant on data from individual, self-managed 

databases leading to duplications of data with low traceability and overreliance on basic 

communication tools such as hardcopy documents. 

o Prevalence of ad-hoc technical solutions, data is shared via email. 

o Overall fragmentation of systems, no shared databases. 

o No support for automation of processes or validation of process steps. 

 

 

3.2 Desired situation 

The same use case stories will now be described again, but now in a possible future context.  
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3.2.1 Case study description 

Case study 1: Administrative processes  

 

Figure 9: Future example administrative process  

Future administrative processes are built upon a centrally accessible set of (existing/new) databases, 
in which users are able to login via Single Sign-on (SSO) and access data or information through policy 
neutral access control mechanism such as Role Based Access Control. This means that a single login 
provides access to an OCP user to the remote databases that he/she needs, while access control 
mechanism permits access to do his/her job properly, based on its role, attributes or privileges. As 
such, this technical setup provides better information management as all the standard administrative 
procedures in a mission can be streamlined within a mission, but also across missions as the system 
could enforce a workflow based on central authentication with decentralized authorization. The time 
spent on administrative processes can substantially be reduced.  

For example, HR related information such as travel and leave approvals are submitted in standard 
online forms by the employee who intends to travel or plan a holiday. The database then checks who 
the approver of the travel and leave approvals is (based on its role or attribute), and sends a 
notification to the approver who is already logged in the OCP through the SSO policies. After the 
approver authorizes (or rejects) the application, the travel request and leave approvals are archived 
and if needed, the mission travel office receives a notification and can start planning the required 
logistics and tickets. All information is stored and archived digitally and can be accessed at any point 
in time.  

When this basic workflow is established, future improvements can be made relatively easily. One 
could for example introduce automated tracking of staff when they are travelling through high 
security areas: the software notifies the security manager if the travelling staff member follows a 
route which was not listed in the travel request.  

 

 

Case study 2: Mission Reporting  

 

Figure 10: Future example report writing  

Future reporting on mission activities can help to improve both information management, 
situational awareness and operation control of a mission. Similar to use case 1, future administrative 
processes are built upon a centrally accessible set of (existing/new) databases, in which users are 
able to login via Single Sign-on (SSO) and access data or information through policy neutral access 

travel request form filled 
out in cloud server 

workflow system sends 
message to approver 

travel request approved 
with e-signature 

travel request archived & 
sent to travel agency 

Report is being compiled 
semi automatically  

Report is validated and 
finalized by staff member  

Brussels opens report in 
OCP 'reports' database 
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control mechanism such as Role Based Access Control. As a result, previous mission implementation 
plans (MIP’s) are stored centrally and reporting against Key Performance Indicators (KPI’s) can be 
done semi-automatically, thus reducing the reporting burden. Application of standard templates 
and default information from existing databases can be automatically uploaded into the mission 
reports, further reducing the reporting burden.  

For example, as the HoM has an obligation to frequently report to the CivOpsCdr and the CPCC on 
mission activities. These reports can be pre-filled from the information that is already present in the 
combined OCP databases. Open source and OCP databases can track data such as the number of 
security incidents, activities undertaken, sentiment analysis towards a mission based on social 
media tracking, which can all can be used as sources to automatically measure mission performance 
based on KPIs. As more sources are being made available in future situations due to the growing 
number of sensors, the quality of reports could be improved while reducing the workload as 
templates can be pre-filled from database sources. 

 

Case study 3: FPI communication  

 

Figure 11: Future example financial reporting  

Future financial reporting in can be automated in such a way, that the administrative burden in 
substantially lowered. Similar to use case 1 and 2, the core of the OCP is built upon a centrally 
accessible set of (existing/new) databases, in which users are able to login via role based access 
control (RBAC) single sign (SSO) policies. As a result, financial information is stored centrally and 
budgeting approvals can be done semi-automatically, thus reducing the reporting burden. 
Application of standard templates and default information from existing databases can be parsed 
into financial reports, further reducing the reporting burden to different sections of FPI.  

For example, when a mission needs to procure an asset, a relevant set of contractors can be selected 
for an invitation to tender from the EEAS-wide contractors database. When the contractor is 
selected, a centrally accessible procurement management functionality will be made available in the 
OCP. The mission information manager serves as the point of contact to determine which OCP 
functions are activated to specific mission staff in their role based access profile. 

  

 

3.2.2 Desired future situation: coordinated 

From these descriptions, some central themes can be 

identified that seem to show that the desired state of 

future information sharing is strongly related to what 

we call in the netcentric model coordinated.  

 Institutional – different departments, as well 

as other network members, have an oversight 

Report is compiled semi 
automatically 

Report is validated and 
finalized by staff member  

FPI system parses report 
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and awareness on management, analysis, storage and dissemination of information. This 

enables proactive allocation on information resources.  

o Actors/ divisions align activities not only at the organizational level, but also at more 

detailed levels of operation.  

o Active information sharing and coordination of actors/divisions’ plans. 

o Willingness to change own plans to support other actors/divisions’ plans, leading to 

increased shared situational awareness. 

 Work processes - orchestrated and developed in such a way that they support and facilitate 

an effective information exchange. Information handling procedures are proactively 

managed as if it were a key asset for effective CSDP missions.  

o Actors / divisions are aware of the importance of managing information assets and 

develop common, documented practices. 

o The actors / divisions are actively applying and managing information management 

and security SOP/SOIs. 

 Technology 

o Common Operational Picture is typically used to guide the coordination process. 

o Interconnected, shared, mutually searchable databases that automatically parse data 

in standard interfaces when needed for decision-making processes. 

 

Statement from CIVILEX questionnaire (N=16, both CSDP mission 
staff and Brussels based staff) 

Completely 
disagree 

Disagree
d 

Neutra
l 

Agre
e 

Fully 
agre
e 

EEAS could better standardize the information sharing procedures an
d systems within missions 

0% 0% 29% 29% 43% 

EEAS could better standardize the information sharing procedures an
d systems across missions 

0% 0% 29% 7% 64% 

 Institutiona
l Barriers 

Improving work 
processes 

Better IT 
systems 
support 

To improve information management within the EEAS, priority should
 be given to (multiple answers possible)  

33% 73% 

 

67% 
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4 System boundaries and interfaces  

 

Based on the current ways of 

working in a CSDP context, we 

define the general scope and 

positioning of the future OCP. 

This chapter describes who 

are the typical user groups for 

the OCP, and under which 

circumstances would they 

make use of the system?  

 

 

 

4.1 Positioning of the OCP 

Civilian CSDP missions take place in a complicated landscape of organisations at different levels of 

play. The figure below highlights the most important structures surrounding CSDP missions. 

The civilian CSDP missions are established by a decision making process at the policy level of the EU 

(the top pyramid), implemented through a planning and control process at the EEAS (the upper EEAS 

pyramid) and executed in the form of CPCC-led mission organisations (the lower pyramid). The 

mission organisations connect at the Civilian Operations Command. The operational chain of 

command runs from the Civilian Operation Command in Brussel to the Head of Mission (HoM) at 

field level, and onwards through field offices to executive teams and officers. Each mission has a 

multitude of connections to EEAS partners at the operational level for information sharing and joint 

decision making (e.g. EU delegates, watchkeepers). Also, there are many connections to local actors 

(local government, local NGO’s) and external parties such as internationally operating NGO’s (e.g. 

Red Cross, MSF) and operational agencies of the UN.  

We suggest that the OCP is positioned within the civilian CSDP mission organisation, as denoted by 

the red outline. The primary users and proprietors of the OCP are contained within this pyramid. 

Surrounding parties, including those from the EEAS, are not part of the core user group. The OCP may 

accommodate connections to those groups (e.g. shared information spaces, information 

dissemination), but they are not primary users nor do they have direct control over the content and 

behaviour of the OCP.  

We suggest that the OCP is a permanent platform under the control of the Civilian Operations 

Commander (CivOpsCmd). Being a permanent platform, the OCP serves as a central point of 

information to the CivOpsCmd and adjacent units, containing operational information of past and 
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present missions. The OCP serves a receptacle for incoming internal and external information and 

forms the basis for situation awareness at HQ level.  

Whenever a mission is initiated, the OCP is branched out into the mission operation. Practically, this 

means that OCP’s functionalities are brought into the mission operation by means of ICT and 

technical and functional connections to the permanent part of the OCP. 

 

Figure 12: Suggestion for expansion of the OCP into missions. The top left image shows the central part of the OCP with 
an initiating mission. The bottom right image shows three active missions with interlinkages.  
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It is worthwhile to note that we recommend that there is a clear distinction in governance over the 

central core of the OCP and its mission branches. While the CIvOpsCmd retains control over the core 

part of the OCP, a HoM should have governance of govern his branch of the OCP, especially with 

respect to granting access of mission specific information to non-mission actors – including the 

CivOpsCmd. Missions are, formally, independent legal entities with operational autonomy, and this 

should be reflected in the architecture of the OCP.  

Another consequence of the operational autonomy of missions is that the HoM should have a large 

degree of control over information access by third parties. The HoM (and team) should have the 

means to establish information exchange processes with external parties where deemed relevant, 

within the boundaries set forth by overarching information sharing policies (e.g. EUCI sharing 

agreements). The OCP should cater such interaction – either through standardised information 

exchange procedures (e.g. through summary reports, direct data access, or otherwise), or tailored to 

specific demands.  

In summary, the OCP is a platform that is permanently active and which can be rapidly branched out 

into missions – while providing due authority and control over information access to the HoM and 

delegates within the mission organisation. 

 

4.2 OCP user groups and interfaces 

Given the general positioning as stated in the previous section, we can discern the following user 

groups: 

 

Group Description Example of members 

Central user group The central user group manages the core 
part of the OCP, and handles branching out 
into mission operations. This group has 
default access to mission information, with 
due respect to EUCI regulations where 
applicable. 

CivCmdOps, CPCC.1 (Conduct of Operations), 
CPCC.2 (Chief of Staff), CPCC.3 (Mission 
Support). 

Mission user group The mission user group consist of actors that 
are part of a mission to which the OCP has 
branched.  

Head of Mission, Field office officials.  

Trusted user group  Trusted parties for which default information 
sharing and collaboration agreements exists. 
The OCP caters for such agreements by 
providing dedicated information access 
opportunities (‘windows’) or through 
dedicated collaboration environments 
(‘teamspaces’).  

EEAS actors that are not part of the CPCC 
hierarchy, such as the DSG-CSDPCR, the 
HR/VP, other missions, NATO-liasons, 
Watchkeeper, EU delegates, and others. This 
group could also include non-EU parties such 
as NGO’s, IO’s and the UN that have a 
systematic or formal relationship with the EU 
CSDP mission organisation. 

External user groups  External user groups are parties that are 
granted access to the OCP and its content, 
but on an ad-hoc basis. Such groups are 
granted ad-hoc access to information by the 
HoM. 

Local or regional parties, host governments 
and NGOs on the field.  
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These groups should be further detailed in subsequent platform specifications activities. 

Given these four user groups, we can discern the following interfaces as denoted in Figure 13. 

 

 

Figure 13: Interface of the OCP with user groups 

 

Interface Presumed information 
classification 

Example exchanges over the interface 

1. Central & Mission user 
group 

Unclassified and 
classified information 
exchange.  

Exchange of reports, information, assessments and operation 
details between CPCC and HoMs. 

2a. Central & Trusted user 
group 

Unclassified and 
classified information 
exchange. 

Exchange of reports and data concerning missions between 
CPCC and EUMS, EU Security Advisors, FPI and Watchkeeping 
capabilities. 

 

2b. Mission & Trusted user 
groups 

Unclassified 
information exchange. 

Exchange of reports and data concerning mission operations 
and local situation developments between mission staff (e.g. 
information managers) and information managers at external 
trusted parties, such as EU agencies, EU delegations, 
Watchkeepers, NATO, UN and others. This will mainly be 
unclassified operational information, and guided through 
predefined procedures.  

3. Between Mission user 
groups  

Unclassified 
information exchange. 

Formal and informal information sharing and communication 
regarding situations, operations and resources.  

4. Mission & External user 
group  

Unclassified 
information exchange,  

Largely informal information sharing and communication 
regarding situations, operations and resources.  

 

These interfaces should be further detailed in subsequent platform specifications activities through 

rigorous use case development.  
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5 Requirements  

5.1 Introduction 

 

Based on the descriptions from users 

on what the current issues are on 

information exchange, situational 

awareness and operational control 

and on descriptions on what the 

future OCP should bring, one is able 

to start defining requirements. The 

delta between the current and 

desired OCP situations is the basis for 

these requirements (functional and 

performance) of the future OCP. 

Chapter 6.2 will list the functional 

requirements while 6.3 focuses on 

the performance requirements.  

 

5.2 Functional Requirements  

Number Requirement label Requirements text Requirement 
priority 
(MoSCoW) 
< 5yr | > 5yr

4
 

Desired situation 
– WHY 

Justification 

FRQ-1 Information 
exchange 

The system shall enable the 
user to exchange 
unclassified information 
with other users of the 
system. 

Must | Must Users describe a 
need for more 
information 
exchange. 

i1, i3, i7, 
i12, i15, i16, 
i27, i28 

FRQ-2 The system shall enable the 
user to exchange classified 
information with other 
users of the system that 
are authorised for that 
level of classification.  

Could | Must Users describe a 
need for classified 
information 
exchange and 
access to 
encrypted 
documents. 

i1, i3, i12, 
i16, i17, i19, 
i27, i32, i28, 
o4 

FRQ-3 The system shall provide 
dedicated windows within 
the OCP that can be 
accessed by different 

Could | Should Users describe a 
need to make a 
distinction 
between users, 

o1  

                                                           
4
 < 5 years: within 5 years this requirement will be considered a Must have, Could Have, Should Have or Would 

Have 
< 5 years: after more than five years, this requirement will be considered a Must have, Could Have, Should 
Have or Would Have 
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actors  but to make sure 
everyone has 
common 
operational 
picture.  

FRQ-4 Communication The system shall enable the 
user to communicate 
unclassified information 
with other users of the 
system.  

Must | Must Users describe a 
need for a system 
that facilitates 
informal 
communication. 

i5, i7, i14, 
i16, i17, i19, 
i20 

FRQ-5 The system shall provide 
the user with encrypted 
video and audio 
communication. 

Should | Must Users describe a 
need for secure 
VTC. 

i6, i16, i19, 
i20, i32, o1 

FRQ-6 The system shall enable the 
user in formal and informal 
external communication via 
predefined channels.  

Must | Must Users describe a 
need for a 
platform that 
enables 
standardized 
external 
communication. 

i6, o1 

FRQ-7 Document 
management and 
archiving 

The system shall support 
the user in document 
management. E.g. storage, 
classification of documents, 
upload and download. 

Must | Must Users describe a 
need for more 
structure 
regarding the 
storage of 
documents and 
support in 
uploading and 
downloading of 
documents.  

i3, i7, i12, 
i14, i15, i16, 
i18, i19, d1, 
o1 

FRQ-8 The system shall support 
the user in archiving 
information (unclassified 
and classified information). 
E.g. archiving procedures, 
storage.  

Must | Must Users describe a 
need for more 
development and 
adaptation 
regarding 
information 
storing and 
archiving tools 
and procedures.  

i7, i12, i14, 
i26, d1, o1  
 

FRQ-9 Reporting/briefing 
management 

The system shall support 
the user in reporting 
management. E.g. create 
reports/briefings, 
standardized 
reporting/briefing formats 
across missions, 
notifications and 
reminders. 

Must | Must Users describe a 
need for support 
in briefings and 
reports.  
Users describe a 
need for 
standardized 
formats for 
reports, briefings 
and newsletters.  

i3, i5, i7, 
i13, i14, i15, 
i20, d1 

FRQ-10 The system shall support 
the user in reporting on 
operational and strategic 
level 

Must | Must Users describe a 
need for 
difference 
between 
reporting levels.  

i6, i7, i9, i15 
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FRQ-11 Integration of 
information | 
situational awareness 

The system shall provide 
the user with a 
comprehensive picture by 
integrating data and 
information sources 
(regarding e.g. threats, 
risks, mission and partner 
activities in a common 
operational picture).  

Should | Must Users describe a 
need for an 
improvement of 
the situational 
awareness. This 
comprehensive 
picture shall 
support analyses 
and decision 
making. 

i6, i7, i8, 
i13, i19 

FRQ-12 Command & Control The system shall support 
the user in the 
implementation of 
Command and Control and 
various rules (SOPs/SOIs) 

Should | Must Users describe a 
need for a system 
that follows 
procedures that 
are in place. 

i6, i6, i8, 
i12, i13, i19 

FRQ-13 

 

The system shall support 
the user in in their 
situational awareness by 
providing briefing tools and 
tips.  

Must | Must See FRQ-10 i26  

FRQ-14 Mission 
implementation plan 

The system shall enable the 
user to set up missions 
supported by mission 
implementation plans.  

Must | Must Users describe a 
need for a start-
up package to 
parachute new 
missions, 
including 
centralised SOP 
and guidelines. 

i2, i26, d1, 
o1  

FRQ-15 Knowledge 
management 

The system shall support 
the user in knowledge 
management. E.g. lessons 
learned from missions, 
wiki.  

Could | Should Users describe a 
need for an 
integration 
between missions 
and lessons 
learned and 
mention the idea 
of an wiki. 
Further users 
describe a high 
personnel 
mobility inside the 
EEAS causing 
expertise to 
disappear 

i1, i3, i8, i28  

FRQ-16 The system shall provide 
systematic access to 
information and data, 
political background 
analysis and archival 
information on the theatre 
of operations and on past 
and ongoing EU activities, 
including in the phasing-in 
stage of a mission. 

Could | Could Users describe a 
need to have 
access to 
background 
information of 
past and ongoing 
EU activities.  

i19, o1  

FRQ-17 Identity & Access 
management 

The system shall regulate 
access by providing identity 
and access management 
based on access control 
policies, roles, permissions 
and attributes. 

Must | Must Users describe a 
need for a system 
that ensures 
accessibility and 
information 
security at the 
same time.  

i1, i6, i9, 
i10, i12, 
i28, o4 

FRQ-18 Access control shall be on a 
user based level (ensure 

Must | Must Users describe a 
need for 

i1, i7, i9, 
i10, 
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accessibility based on role 
profiles) and thus needs to 
be aligned with functional 
information needs. 

accessibility based 
on role profiles, 
tasks and 
responsibilities.  

 

FRQ-19 Business Continuity The system shall facilitate 
business continuity. 

Must | Must Users describe 
problems of 
business 
continuity and a 
need for a system 
that solves that.  

i8, i14, i26  

FRQ-20 Survey management The system shall enable the 
user to generate, launch, 
gather results and analyse 
surveys. 

Could | Could Documents state 
that CSDP 
missions would 
benefit from a 
system that 
makes it possible 
to generate, 
launch and 
analyse surveys. In 
order to collect 
information. 

d1  

FRQ-21 Task management The system shall support 
the user in task 
management. E.g. create 
tasks, assign tasks, 
notifications and 
reminders.  

Could | Should Users describe a 
continuous flow of 
tasks, which need 
to be managed.  

i17, d1 

FRQ-22 Tracking functionality The system shall enable the 
user to track locations of 
staff, physical objects and 
activities during the 
operations of deployment.  

Could | Should Users describe a 
need for tracking 
personnel when 
they are exposed 
to insecure 
environments. 

i3, i6, i8, i9, 
i14, i19, i26, 
d1, o1 
 

FRQ-23 The system shall support 
the user to track the 
presence of personnel in 
the mission. E.g. field visits 
requests, leave requests, 
security alerts and 
evacuations.  

Could | Should Users describe the 
need for a central 
system for travel 
planning.  

I6, i8, i14, 
i18, i29, d1, 
o1 

FRQ-24 Security 
management 

The system shall support 
the user in security 
management. E.g. security 
clearances for 
accommodations, ID cards 
& card readers and incident 
reports. 

Could | Should Documents 
describe the need 
for a central 
system for 
security 
management.  

i20, d1  
 

FRQ-25 The system shall support 
the user in security 
management of personnel. 
E.g. physical safety, threat 
analysis, tracking 
personnel. 

Could | Should Users describe a 
need for tracking 
personnel and 
managing their 
safety when they 
are exposed to 
insecure 
environments.  

i8, i9, i19, 
i29, o1 
 

FRQ-26 Finance management The system shall support 
the user in budget 
management. E.g. manage 
mission budgets: analysing, 
organising and overseeing 
the costs and expenditures 
of the missions.  

Must | Must Users describe a 
need for a system 
to manage people 
budgets, 
payments, 
buildings and 
assets. 

i3, i14, i17, 
i20, d1, o1 
 

FRQ-27 The system shall support Must | Must Users describe a d1, o1  
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the user in supplier 
relationship management. 
E.g. purchase orders, 
purchase invoicing, list of 
preferred suppliers.  

need for a system 
to manage the 
contact with 
suppliers.  

FRQ-28 The system shall support in 
financial accounting. E.g. 
bank accounts, financial 
transactions and 
currencies.  

Must | Must Users describe a 
need for a system 
that facilitates the 
tasks of 
accountancy.  

i3, i11, i14, 
i17, i20, d1, 
o1 

FRQ-29 HR management The system shall enable the 
user to have insight in 
payrolls. E.g. calculations of 
salary, generation and 
distribution of payslips.  

Must | Must Users describe a 
need for a system 
to manage people 
budgets, 
payments, 
buildings and 
assets. 

i3, i11, i20, 
d1 

FRQ-30 The system shall support 
the user in recruitment 
process. E.g. initiate 
vacancies, monitoring 
applications. 

Should | Must Users describe the 
need for a system 
to support them 
in their 
recruitment 
process.  

i20, d1, o1  

FRQ-31 The system shall support 
the user in personal time 
reporting and expenses. 
E.g. time reporting, 
accountability and 
traceability, duty of shifts, 
absence and leaves, phone 
calls.  

Should | Must Users describe a 
need for a system 
to manage people 
budgets, 
payments, 
buildings and 
assets. 

i28, i29, d1  

FRQ-32 The system shall support 
the user in registering 
personal information. E.g. 
staff medical records, 
contact details, 
evaluations, trainings.  

Could | Should Users describe the 
need for a human 
resources 
database.  

i17, d1 

FRQ-33 The system shall support 
the user in the personnel 
performance and 
development. E.g. training 
modules, personal 
development.  

Could | Should Users describe the 
need for an 
overview over 
who was trained, 
how and who 
needs training. 

i3, i17, d1 

FRQ-34 Procurement The system shall support 
the user in procurement 
processes. E.g. 
procurement planning, 
inserting updating tenders.  

 Documents and 
observations 
describe a need in 
the procurement 
process for CSDP 
missions.  

i20, d1, o1 

FRQ-35 Asset management The system shall support 
the user in asset 
management. E.g. 
deprecations, requests, 
update, distributions.  

Should | Must Users describe a 
need for a system 
to manage people 
budgets, 
payments, 
buildings and 
assets.  

i3, i6, d1 

FRQ-36 The system shall support 
the user in the situation 
awareness on the 
availability of assets.  

Must | Must Users describe a 
need for insights 
in the availability 
of assets and 
capabilities from 
other parties. 

i2, i3, i6, i12  

FRQ-37 The system shall enable the Must | Must Users describe a i3, i12, d1 
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user to manage their 
buildings. E.g. facility 
engineering, facility 
problem requests. 

need for a system 
to manage people 
budgets, 
payments, 
buildings and 
assets. 

FRQ-38 The system shall enable the 
user to manage their 
transport assets. E.g. 
vehicles maintenance, fleet 
incident management.  

Should | Must Users describe a 
need for insights 
in the availability 
and maintenance 
of their transport 
assets. 

i20, d1 

FRQ-39 Internal controls The system shall enable the 
user to monitor the 
internal controls. E.g. risk 
management, anti-fraud 
strategies, audit reports 
and allegations. 

Must | Must Users describe a 
need for risk 
awareness and an 
administrative 
function for 
auditing reports.  

i6, i17, d1 

 

5.3 Performance Requirements  

Number Requirement label Requirements text Requirement 
priority 
(MoSCoW) 

< 5yr | > 5yr 

Desired situation - 
WHY 

Justification 

PRQ-1 Portability  The system shall 
effectively and efficiently 
be successfully deployed 
in a specific operational 
environment.  

Must | Must Users describe the 
need for a start-up 
package for the 
system, which include 
basic functionalities 
needed for every 
mission in a 
standardized manner.   

i2, i5, i14, 
i19, i20, i25, 
i34, i37 

PRQ-2 The system shall 
effectively and efficiently 
be adapted for different 
operational 
environments.  

Could | Should Users describe a need 
for quick responses to 
a changing mandate 
or to changes in the 
operational 
environment in order 
to be able to use the 
system immediately 
when necessary.  

i3, i17, i37 

PRQ-3 Modularity  The system shall be 
configurable by enabling 
in each deployment to 
choose an own set of 
functionalities or by 
enabling the user to add 
additional functionalities 
based on specific needs. 
The set of functionalities 
has minimal impact on 
the performance of the 
system.  

Should | Must 

 

Users describe the 
need for flexibility in 
functionalities when 
needed and the need 
for tailoring of the 
system to specific 
needs.  

i2, i3, i5, i6, 
i19, i25, i34, 
i37 

PRQ-4 Reliability The system shall be 
operational as intended 
and accessible when 

Must | Must Users describe the 
need for reliable 
information exchange 

i17, i27 
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required for use.  and management and 
a system that is always 
fully functional.  

PRQ-5 The system shall provide 
continuous functionality 
when faced with limited 
or no connectivity. 

Must | Must Users describe the 
need for a system that 
keeps supporting 
missions even when 
internet is not 
available or reliable.  

i14, i20, i25, 
i31, i36 

PRQ-6 Interoperability  The system shall be able 
to exchange information 
with other systems and 
use the information that 
has been exchanged and 
be able to deal with 
different information 
security systems from 
different actors. 

 

Must | Must Users describe the 
need for an 
interoperable system 
to facilitate 
information exchange 
between EU actors in 
the field and the need 
for better integration 
of CPCC/CSDP IT 
systems in the EEAS 
systems.  

i1, i2, i10, 
i12, i13, i17, 
i18, i20, i21, 
i34, i37 

PRQ-7 The system shall be able 
to exchange information 
with other deployments 
of the system and use 
the information that has 
been exchanged.  

Must | Must Users describe the 
need for mission-to-
mission information 
exchange and the 
need for 
standardization of the 
system across 
missions.  

i7, i15, i16, 
i17, i19 i27, 
i31, i33, i34, 
i36, i37 

PRQ-8 Security  
 

The system shall ensure 
that data are accessible 
only to those authorized 
to have access. 

 

Must | Must 

 

Users describe the 
need to have a secure 
network to exchange 
classified information. 
Users the describe the 
need for a platform 
that enables 
information exchange 
with varying levels of 
security. 

i1, i5, i7, i11 
i13, i15, i17, 
i19, i22, i23, 
i27, i28, i38 

PRQ-9 The system shall prevent 
unauthorized access to, 
or modifications to the 
system. 

 

Must | Must Users describe the 
need to facilitate the 
implementation of the 
EEAS cybersecurity 
policy. 

i1, i11 

PRQ-10 The system shall support 
secure communication 
via e-mail, telephone and 
video.  

Should | Must Users describe the 
need for secure 
communication and 
encrypted 
communication 
means.  

i11, i19, i24, 
i32, i37 

PRQ-11 Usability and 
operability 
 

 

The system shall be easy 
to operate and control.  

 

Must | Must Users describe the 
need for the system to 
be user-friendly, 
specifically to ensure 
accessibility and 
information security 
at the same time.  

i1, i5, i13, 
i14, i18, i23, 
i28, i29, i31, 
i37 

PRQ-12 The system shall be quick 
to operate and in 

Should | Must Users describe the 
need for guaranteeing 

i21, i23, i24, 
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exchanging information. speediness of 
information exchange. 

i38 

PRQ-13 Accessibility The system shall be 
accessible from different 
locations and provide 
similar functionality 
across these locations.  

 

 

Should | Must Users describe the 
need for the system to 
be accessible via the 
internet/mobile 
applications and to be 
responsive to mobile 
communication 
systems in the field. 

 

i13, i22, i25, 
i30, i31, i36 

PRQ-14 The system shall be 
accessible from different 
devices and provide 
similar functionality 
across these devices. 

Should | Must Users describe the 
need to access the 
system from several 
devices such as mobile 
devices (smartphones, 
, tablets and desktops. 

i22, i30 
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6 Recommendations  

6.1 Introduction 

 

As the OCP functional and performance 

requirements focus on the technical part 

of the OCP, the recommendations focus 

on changes on the institutional and 

working process level to ensure the 

alignment between institutions, working 

processes and technology. Contents are 

strongly based on D2.1. Therefore, 

section 6.2 lists a set of 

recommendations from an institutional 

point of view, while 6.3 will focus on a set 

of recommendations from an 

organisational point of view. These recommendations are not only based on what was mentioned by 

the potential users of the OCP, but also on experience and expertise of the writers of this document. 

The justifications that are listed in the table are confirmations of these recommendations. Taken 

together, these requirements and recommendations should be regarded as an integrated set of 

interventions to improve information management, situational awareness and operational control 

for CSDP missions.  

6.2 Recommendations from an institutional point of view 

Number Recommendation 
label 

Recommendation text Recommendation 
priority (MoSCoW) 

< 5yr | > 5yr 

Desired situation – 
WHY 

Justification 

RI-1 Security aware 
working culture 

Create a “security aware” 
working culture and focus 
on security awareness: 
secure information 
exchange needs to be 
promoted, organized and 
checked upon. 

Must | Must Users describe the 
need for the system to 
enable information 
sharing in a secured 
manner. However a 
security aware culture 
is needed so people 
use the system 
properly. 

i1, i3, i11, 
i13, i15, i27  

RI-2 Create a security 
awareness regarding 
labelling and handling 
mission information. 

Should | Must Specific rules are 
needed so 
information can be 
shared in a secured 
manner. Users should 
be aware of the rules 
so the system is used 
properly.  

i1  
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RI-3 Facilitate regular security 
auditing across missions. 

Should | Must Users describe a lack 
of means to monitor 
security across 
missions on a regular 
and deep basis.  

i11, i17 

RI-4 Central 
coordination body 

Create a central 
coordination body that 
deals with the 
coordination of the EU-
missions regarding 
standardization (such as 
standardized information 
platforms, SOP’s/SOI’s, 
and standardized 
guidelines for missions). 

Must | Must Users describe a need 
for more attention 
regarding 
standardization in 
guidelines and 
instructions 
throughout missions. 
A central body is 
needed to coordinate 
and guard these 
standardizations.  

i1, i2, i12, 
i16, i17, i19, 
i20, i27 

RI-5 Create a central 
coordination body that 
facilitates an inventory of 
IT hardware and software 
solutions in missions and 
a standardised IT 
(including mission start-
up package). 

Must | Must Users describe that 
each missions 
developing its own 
system hinders 
information exchange. 
There is a need for a 
central body dealing 
with hardware, 
software and CIS 
architectures. 

i1, i2, i12, 
i14, i17, i20 

RI-6 Create a central 
coordination body that 
devises an external 
communication strategy 
for EU external action. 

Should | Must Users describe that 
external 
communication is 
crucial for the whole 
mission to show its 
added value. This 
communication 
should be regulated 
by a central body.  

i10  

RI-7 Create a central 
coordination body that 
provide strategic 
guidance on information 
exchange and situational 
awareness and integrates 
structures and processes, 
such as the integration of 
CSDP missions into the 
EEAS information cycle.  

Should | Must Users describe a need 
for a centralised chain 
of command for all 
mission departments. 
This way missions can 
be supported by a 
central body in for 
instance analysing 
threats, administrative 
issues, HR and 
operational issues.  

i3, i17 

RI-8 Create a central 
coordination body that 
facilitates the process of 
identity and access 
management. 

Should | Must Users describe the 
need to organise the 
identity and access 
management 
centrally. 

i1, i19 

RI-9 Willingness to 
collaborate and 
share information 

Promote collaboration 
between various levels 
(willingness to cooperate 
and exchange 
information between EU-
field and EU-HQ). 

Could | Should Users describe a need 
for cultural changes 
regarding the 
willingness to share 
information between 
all actors relevant to 
EU missions (also non 
EU actors such as 

i3, i5, i15, 
i17, i18, i19, 
i20, o1 

RI-10  Set the basis for 
collaboration between EU 

Could | Should i3, i5, i20, 
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6.3 Recommendations from an organisational point of view 

organisations in the field 
and Brussels. 

NGO’s and military). 

 

 

o1 

RI-11  Improve the information 
sharing culture between 
civilian and military 
actors (by for instance 
setting interoperability 
standards). 

Should | Should Users describe a need 
to strengthen the 
information exchange 
between military and 
civilian CSDP missions.  

i3, i4, i5, 
i20, o1 

RI-12 Willingness to 
knowledge 
management and 
learning 

Encourage, develop and 
support a culture of 
institutional memory-
building and knowledge-
sharing, including 
through enhanced 
training and in-mission 
learning. 

Should | Must Users describe a need 
to learn from other 
missions. 

o1  

Number Recommendation 
label 

Recommendation text Recommendation 
priority (MoSCoW) 

< 5yr | > 5yr 

Desired situation - 
WHY 

Justification 

RO-1 Information 
exchange rules 

Define rules (review, 
reassess current 
information exchange 
agreements and develop 
new rules) regarding 
information exchange 
based on:  

- Description of tasks, 
roles and 
responsibilities of 
involved actors;  

- Description of 
information products;  

- Description of 
information needs; 

- Description of 
capacities and 
capabilities; 

- Description of 
inventory.  

Should | Must Users describe a need 
for unified and clear 
descriptions regarding 
responsibilities, tasks 
and mandates. 
Currently there are 
different nets for 
different tasks and 
these need to be 
unified and 
connected.  

i1, i2, i3, i5, 
i8, i9, i10, 
i15, i17, i20 

RO-2 Information 
management 

Establish an information 
management process 
that supports and 
controls information 
exchange (including 
Watchkeeping 
Capability). 

Should | Must Users describe a need 
for better support in 
information 
exchange. 
Observations and 
documents show that 
establishing an 
information 
management process 
helps optimizing 
information flows. 

i8, i17, o1, 
d6 
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RO-3 Appoint a ‘HQ senior 
security officer’ or an 
‘information manager’ 
that operationalises the 
information management 
process and define tasks,, 
responsibilities, and 
competences. This 
information manager 
reports directly to the 
HoM and is supported by 
the senior information 
manager in Brussels. 

Should | Must Users describe a need 
for better support in 
information 
exchange. 
Observations and 
documents show that 
establishing an 
information 
management process 
helps optimizing 
information flows. To 
operationalise this 
process an 
information manager 
needs to be 
appointed to control 
this process. 

o1, d6 

RO-4 Define information 
management roles 
between the CPCC and 
EEAS as well as HoM and 
the EU delegations. 

Should | Must Users describe a need 
for clear descriptions 
of roles (specially of 
new roles like the role 
of information 
management)). Also 
taking into account 
the adapted profiles 
and interfaces for 
political advisers, 
security officers and 
other mission 
functions.  

o1 

RO-5 Define information needs 
for all CSDP missions. 
Develop information 
plans for various theatres 
of operation, in 
conjunction with all EU 
external action bodies, to 
identify common 
information needs to 
benefit the more 
transitional and 
temporary character of 
CSDP operations. 

Must | Must Users describe that 
currently information 
needs are not really 
defined. There is a 
need for a clear 
description of these 
needs. 

i1, i5  

RO-6 Improve synergies 
between INTCEN and 
EUMS’s intelligence 
directorate by 
strengthening the SIAC 
(Single Intelligence 
Analysis Capacity) as a 
central hub for 
intelligence analysis 
within EEAS. 

Could | Should Users describe that 
mission analytical 
capabilities exist at 
mission level, but 
there is no real 
central hub for 
information analysis. 
It is more a capacity 
for risk management. 
There is need for a 
central hub for 
information analysis.  

i9  

RO-7 Strengthen information 
exchange between 
military and civilian CSDP 
mission. 

Should | Should A review of existing 
arrangements for 
civil-military 
information 
exchange, especially 
taking into account 

i3, i4, i5, o1 
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the opportunities 
offered by the OCP, 
the new scenario’s for 
deployment and the 
development of 
SOPs/SOIs for the LNO 
system, show the 
possibilities of 
strengthening the 
informations 
exchange between 
military and civilian 
missions.  

RO-8 Decision making Design a standardized 
decision making process 
as part of the information 
management process, 
including determination 
of who is authorized to 
make specific decisions 
on mission related topics. 

Should | Should Users describe a need 
for improving the 
information 
exchange. However 
observations and 
literature study show 
that it is also 
important to focus on 
the next step: what 
can be down with all 
the information. It is 
also important to 
improve the decision 
making based on the 
situational awareness. 

i1, o1, d6 

RO-9 Standardize decision 
making authorization 
within missions. 

Should | Must Based on the need 
described above and 
the need of 
standardization 
between EU mission, 
we suggest to also 
standardize the 
decision making 
authorization within 
missions.  

o1, d6 

RO-10 Create analytical 
capability on both field 
level and HQ level (for 
various topics: threat 
analysis, mission 
implementation 
progress) 

Could | Should Users describe that 
mission analytical 
capabilities exist at 
mission level, but 
there is no real 
central hub for 
information analysis 
based on datasets.  

o1, i9, o4 

RO-11 Knowledge 
management and 
learning 

Design a knowledge 
management process 
(that includes 
management structures 
and mechanisms) that is 
supported by the OCP 
(archiving). E.g. 
Information handling 
procedures and 
blueprints (e.g. formats). 

Should | Must Users describe the 
need to learn from 
former missions and 
to provide new 
missions with 
structures that are 
built from lessons 
learned. 

i1, i2, i3, i5, 
o1 

RO-12 Design a knowledge 
management processes 
that also focusses on 
personal evaluations 

Could | Should Users describe the 
need for training and 
learning from others 
(for example on how 

i14, i17, i20 
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(lessons identified, 
lessons learned). This 
way other missions and 
personnel can learn from 
others.  

to use systems).  

RO-13 Standardized 
operating 
procedures and 
instructions 

Standardize SOPs / SOIs 
for all EU missions on 
mission planning, 
information management 
procedures, information 
handling processes 
across missions, security, 
communication (informal 
and formal), IT platforms, 
responsibility, tasks and 
mandates, strategy, 
evaluation. 

Should | Must Users describe a need 
for standardization 
and handling 
procedures for 
information exchange 
across missions.  

I1, i2, i3, i4, 
5, i6, i7, i15, 
i17, i20 

RO-14 Security 
management 

The platform needs an 
information security 
management process 
that supports and 
controls secure 
information exchange. 

Must | Must Users describe the 
need for a platform 
that supports and 
controls a secure 
information 
exchange.  

i1, i2, i3, i5, 
i6, i10, i11, 
i12, i15, o1 

RO-15 Appoint mission 
information security 
managers and define 
tasks, roles, 
responsibilities and 
competences. 

Should | Must  o1  

RO-16 Define information 
security exchange 
requirements for all CSDP 
missions.  

Must | Must Users describe the 
need for a legal 
framework that 
regulates what needs 
to be known in 
missions.  

i1, i2, i3, i5, 
i6, i10, i11, 
i12, i15, i17, 
i19, o1 

RO-17 Identity and access 
management needs to be 
centrally organized 
(international, national 
and seconded staff). 
Further clarify the 
question of the legal 
personality of missions 
with regard to the data 
ownership rights and 
obligations of data stored 
in the OCP. 

Must | Must Users describe a need 
for a system that 
ensures accessibility 
and information 
security at the same 
time. It is important 
to organise this 
centrally so it is 
standardized for all 
missions. 

i1, i6, i9, i10, 
i12, i19, 
i28, o4 

RO-18 Define requirements 
regarding labelling, 
classification and 
handling public and 
classified information. 

Should | Must Users describe that 
the current system in 
which the originator 
defines the level of 
classification is fairly 
arbitrary.  

i16 

RO-19 The OCP should 
distinguish more clearly 
between classification of 
information (which 
happens by decision) and 
information security 

Must | Must Users describe that 
currently a lot of 
information is made 
classified ‘just to 
make sure’. The 
difference between 

o1  
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6.4 Recommendations from a technical point of view 

This deliverable does not specify detailed recommendations from a technical point of view. In 

Deliverable 4.1 a complete set of recommendations from this point of view can be found. Some 

overall recommendations from a technical point of view are:  

 Distinguish between informal and formal communication when setting up the OCP. Provide 

both classified and unclassified communication means to meet the demands of different 

users of the OCP. 

 Introduce a shared information space as part of the OCP to support collaboration and 

information exchange.  

 Do not integrate all data sources, but ensure interoperability to be able to provide the users 

with a comprehensive picture while maintaining a set of loosely coupled components. 

 Focus on syntactic interoperability, which means standardization of data structures, starting 

at formal information exchange such as reporting.   

 Improve supporting situational awareness and operational control with the OCP by gradually 

formalizing semantic interoperability.  

 Ensure confidentiality, integrity and availability of the data and the system by applying 

security-by-design, with a correct balance between security mechanisms (e.g. encryption) 

and usability.   

 Ensure both evolution and flexibility by developing the OCP in a modular way. Develop 

components that offer basic functionalities needed for every mission and make the OCP 

configurable so each deployment can be extended with components tailored to specific 

needs.  

 

 

 

(which should become 
the rule); 

classifying and 
exchanging classified 
information is very 
relevant and the rules 
regarding both should 
me made clear.  
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7 Conclusion  

7.1 Introduction  

 

Based on the requirements and 

recommendations mentioned in this 

deliverable, we foresee an interrelated 

set of interventions to improve 

information management, situational 

awareness and operational control. These 

topics are delineated in line with 

institutions, working processes and 

technology.  When plotting these high-

level requirements and 

recommendations, an initial outline of a 

growth model/roadmap agenda can be 

sketched. This basic outline is described in more detail in D5.3.  

 

7.2 General requirements and recommendations 

Institutional – provide information management strategy and guidance. 

 Appoint CIO office mandated to guide standardization and information management and 

information security oversight.  

 Encourage, develop and support a culture of institutional memory-building and knowledge-

sharing 

 Define an information management and information security strategy (see D5.3 for further 

reference).  

 Steer information management and information security change process based on pre-

agreed performance benchmarks. 

 

Work processes – further standardization of mission procedures under responsibility of the 

CivOpsCdr. 

 Create OCP ‘mission branches’ with the start of mission planning and allow for mission-

internal information exchange and management 

 Appoint dedicated information/security managers in missions, with a mandate to enforce 

both work process SOP/SOI’s and CIS policy changes. 

 Provide tailored information & security management training programs according to mission 

staff needs. 
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 Foster a classification- and security-aware working culture and practice by organizing 

information & security management audits. 

 

Technical - modularization of mission technology & applications. 

 Distinguish between informal and formal communication when setting up the OCP. Provide 

both classified and unclassified communication means to meet the demands of different 

users of the OCP. 

 Introduce a shared information space as part of the OCP to support collaboration and 

information exchange.  

 Do not integrate all data sources, but ensure interoperability to be able to provide the users 

with a comprehensive picture while maintaining a set of loosely coupled components. 

 Focus on syntactic interoperability, which means standardization of data structures, starting 

at formal information exchange such as reporting.   

 Improve supporting situational awareness and operational control with the OCP by gradually 

formalizing semantic interoperability.  

 Ensure confidentiality, integrity and availability of the data and the system by applying 

security-by-design, with a correct balance between security mechanisms (e.g. encryption) 

and usability.   

 Ensure both evolution and flexibility by developing the OCP in a modular way. Develop 

components that offer basic functionalities needed for every mission and make the OCP 

configurable so each deployment can be extended with components tailored to specific 

needs.  

 

Overall – generic recommendations. 

 Approach the OCP through a modular design concept to respond to the diverse needs and 

contexts of civilian CSDP missions.  

 Build on and work with existing information management systems and initiatives that are in 

place in the context of civilian CSDP and wider EU external action, such as the IPCR 

arrangements and the ARGUS system; 

 Use the MSP as the tool to underpin and support the development of the future OCP; 

 Design the OCP not for the users but with the users, following an interactive design process. 
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