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Supporting European Civilian External Action 

OCP Roadmap development 

 OCP development is a ‘comprehensive’ challenge with changes needed at 
the technical, organisational, procedural and institutional level.  

 

 The OCP is a means to an end: attain a more integrated, mature and agile 
approach to information exchange and operational control in CSDP 
missions 

 

 

Towards a valuable OCP 
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Connect the strands to 
obtain a stronger rope  
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OCP Roadmap development 

Dimensions of change 
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work processes 
mission organisation 

technological level 

institutional level 

high 

high 

high 
low 

Choices and 
benefits? 
• time 
• budget 
• constraints 
• capacities 
• politics 
• performance 
• user experience 
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 End user groups 

 Form and functions 

 Connections to other systems 

 Connections to other parties 

 Deployment options 

 Security demands 

Scope, focus, 
position, purpose 
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Aspect Presumed direction of development 

Target user group The main user group for the OCP is the operational mission 

organisation. In figure 1, this group is represented by the bottom 

pyramid. This group includes the operations command in Brussel, and 

the field units.  

Persistence The OCP will most likely be a persistent platform. It will always be 

active at the top level (at the civilian operational command level), and 

it will be expanded when a new mission starts. Persistence is necessary 

to achieve intra-mission information exchange and to allow creation of 

a common operational picture at the meta-mission level.  

Classified document 

handling 

We foresee that the OCP will handle unclassified data only. There 

might be connections to classified systems, but since most information 

in a CSDP mission is unclassified, the focus of the OCP needs to be on 

unclassified information. The OCP will be able to link to classified data 

where necessary – albeit via bridged connections to secured and/or 

isolated systems.  

Information security The OCP will be a thoroughly secured environment. Access 

management will be done via transparent but comprehensive system, 

for instance through a PKI/Token system. By  

OCP deployment The OCP will have a core package for missions, with options to extend 

its functionality. The OCP will have a set of available extension 

elements (‘modules’) than can be seamlessly added to an existing OCP 

deployment. The MSP could play a role to further develop elements 

and guidelines to adapt the OCP to mission needs.  

Connection to EEAS 

agencies 

The OCP design needs to consider that a connection to an EU/non-

CSDP agency might become necessary. It should also take existing 

developments (e.g. EUC3IS) into account, and prepare connections 

where possible.  

Connection to external 

parties 

The OCP design should make it easy to allow trusted parties to connect 

to the OCP in either a temporary fashion (e.g. a team collaboration), or 

a more persistent fashion (e.g. trusted partner with access 

authorisation).  

Replacement versus 

additive design 

The OCP should be built upon existing practice, but be in its core a new 

system. From a technological point of view, it might reuse established 

systems, and keep elements that are useful, or be built upon existing 

systems. However, from a user-perspective, it should offer a new, 

streamlined experience that removes the current fragmented 

experience.  

Organisational design In general, the OCP should not replicate the existing EEAS hierarchies, 

but rather be flexible and focus on collaboration. The OCP should be 

OCP Roadmap development 
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OCP Position 
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 A common base with shared 
spaces 

 Room for tailoring, room for 
growth 

 Streamlined and seamless 
information sharing in 
missions, among missions, 
among parties – with due 
security and access rights 

 A foundation for better 
situation awareness and  
knowledge management 

 

 

 

 

 

OCP: a house to be built 
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OCP Roadmap development 

Destinations 
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Destination Zero: Do Nothing 

Destination: Focus on Efficiency   

Destination: Step Change 

Destination: Transformation 

No dedicated effort to implement a OCP  

Aim to solve inefficiencies through 
development of an OCP 

The OCP as catalyst for a substantive change 
in information management 

The OCP as part of a transformation of 
mission organisation 
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OCP Roadmap development 

 The OCP brings 
efficiency to 
information 
management and 
operation control 

 

 Solve 
inefficiencies in 
information 
exchange. 
Integration of 
systems and 
streamline user 
experience 

 

 

 

Destination: ‘efficiency’ 
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Aspect Amount of change Examples 

Technology Medium to High  System integration 

 Data interoperability 

 Rapid deployment and 
expansion.  

 Rapid configuration. 

 

Working processes Low to medium  Little change necessary to 
organisational structure or 
procedures.  

Institutional  Low  Little change necessary to the 
current institutional setup.  

Operational 

performance yield 

Low to medium. Focus on solving inefficiencies in communication  

 

 

Timeframe Short-term (5-10 years) 

Corresponding 

organisation & 

collaboration type 

Partially networked within the mission organisation. 

Not networked (fragmented) outside of the core mission organisation. 

 

System integration – 
one platform for 
information exchange  

New collaboration 
and document 
management tools  

Connect, 
communicate, 
exchange, collaborate 
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OCP Roadmap development 

 The OCP brings 
innovation to 
information 
management and 
operation control 

 

 Introduce new 
elements into the 
organisation and 
maturisation into a IM 
organisation, plus 
corresponding OCP 
functionality 

 

 

Destination: 
‘small change’ 
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Aspect   

Technology High  System integration 

 Data interoperability 

 Rapid deployment and 
expansion.  

 Rapid configuration. 

 

Working processes medium to High  Introduction of 
Information Management 
officer role 

 Introduction of a 
dedicated Information 
Security officer role 

 Maturisation of SOPs/SOIs 
on information exchange.  

 Information and SA 
alignment procedures. 

 Start-up packages  

Institutional  Low  Little change necessary to 
the current institutional 
setup.  

 

Operational performance 

yield 

Medium. Focus on solving inefficiencies and creating new 

collaboration and information exchange forms. 

Timeframe Short term/medium term (5-10 years) 

Corresponding organisation & 

collaboration type 

Deconflicted, coordinated. 

Partially networked. Full networked within the mission 

organisation.  

  

 

Introduce dedicated 
Information Manager 
as a role 

Standard Operating 
Procedures on 
information exchange 

Rapid configuration of 
technology and organization 
based on mission profile 
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 The OCP is part of a 
transformation actions, targeted 
to significantly improve 
information management and 
operation control 

 

 Transformation of the mission 
into a agile, networked 
organisation with a corresponding 
OCP 

 

 Profound alterations to 
collaboration strategies, 
information management 
procedures and organisational 
structures. A comprehensive 
change.  

Destination: 
‘transformation’ 
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Aspect   

Technology High  System integration 

 Data interoperability 

 Rapid deployment and 
expansion.  

 Rapid configuration. 

 

Working processes High  Introduction of 
Information Management 
officer role 

 Introduction of a 
dedicated Information 
Security officer role 

 Maturisation of SOPs/SOIs 
on information exchange.  

 Information and SA 
alignment procedures. 

Institutional  Medium to high  Collaboration and sharing 
information policies (inside 
EEAS and with third 
parties) 

 Information accessibility 
policies 

 Archiving policies 

 Security policies 

 Procurement and licenses 
policies (framework 
contracts) 

   

Operational performance 

yield 

Presumably high. This concept constitutes a transition to an agile 

information organisation. Focus is on the aptitude of the EEAS to 

rapidly act on changing environments, with the OCP as the 

technological foundation for that capability, and with deeply 

engrained working procedures and an institutional context that 

allows for such agility.  

Timeframe Long term (10-20 years) 

Corresponding organisation & 

collaboration type 

Agile.  

Networked organisation – internally and externally. 

  

 

Change to culture 
Change to structure 
Change to strategy 
Change…  

Strong C-level leadership 
and ownership on 
information management – 
towards more information-
driven organisation 

The OCP is a network of 
networks that is self-
organizing and dynamic in 
form, but coherent in 
nature 
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OCP Roadmap development 

 Strong, widely supported ‘architecture’ vision  

 Establish incentive and leadership 

 Develop or acquire suitable technologies 

 Design & develop with the user, not just for the user 

 Ensure ample budget 

 Arrange proper training and campaigning 

 

Six necessities for a successful journey 
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OCP Roadmap development 

 Establish an information management development strategy 
 create unity of vision and unity of effort 

 realistic ambitions, performance criteria and timeframes for development 

 clear responsibilities across organisations, and make it a common effort 

 

 Establish a continuous process of improvement and development 
 create and update procedures on sharing, storing and utilising information 

 assess performance – including personal experiences and information 
awareness 

 develop the OCP for, and with the user 

 invest in training and campaigning 

 

 

 

 

 
 

 

 
 

 
 

  

  

 

 

Recommendation: create a strong thread 
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OCP Roadmap development 

 Change is needed, so Direction 
Zero is not an option 

 

 Smart growth model 
 Build a foundation, but from a 

strategy for growth 

 Assign ‘champions’ for new 
functionality beyond the core 

 Quick results to help create 
acceptance  

 Build a culture of change 

 

 

 

 
 

 
 

  

  

 

 

Recommendation: Adopt a smart growth model 
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core 
strategy 

core set 
phase 1 

expansion 
phase 2 

expansion 
phase 3 

expansion 
post-project 

design 
decisions 
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Recap of recommendations 

 Institutional 
 OCP should facilitate information exchange between the CSDP world and the other parts of 

the EU external action ecosystem 

 OCP for civilian CSDP missions should be placed under responsibility of CivOpsCdr 

 Clarify ownership in physical and legal sense of the OCP 

 Appoint ‘CIO’ role mandated to guide standardization and IM oversight 

 Define and steer IM change process based on performance benchmarks 

 

 Work process and organizational aspects 
 Appoint dedicated information/security managers in missions  

 Establish SOP/SOI’s on Information Management 

 Implement training and IM audits 

 

 Technical aspects 
 Develop a modular, semantically interoperable common gateway interface 

 Enable adhoc and controlled collaboration with paertners 

 Streamlined experience that remedies the current fragmented state of affairs 

 balance centrality and connectivity - balance security and easy-to-use 

 

 Involve the actual end-users from the start! 
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